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PUBLIC RELEASE VIEW

Small by design.
Patient-controlled by default.
A plain-language view of BastCare's system context, visit lifecycle, sharing controls, account deletion, and retained
audit evidence.

01

Temporary transcript
Audio stays on the iPhone. Masked transcript
text is sent securely to create the summary;
Bast does not save or log transcript text.

02

Explicit sharing
The patient chooses each summary and each
CareTeam. Only confirmed members receive
it. Sharing nothing is valid, and access can be
revoked.

03

Evidence, not content
Limited audit and usage records support
deletion evidence and billing transparency.
They do not contain audio or transcript text.

The design promise

BastCare helps a patient capture a visit, receive a plain-language summary, and choose whether to share it with trusted

people. The summary is the durable record. The patient remains in control.



BASTCARE System context
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SYSTEM CONTEXT

Who participates — and where data crosses a boundary
Arrows show purposeful exchanges. They do not imply that every component stores the data it handles.

Patient

Records with permission,
reviews the summary, and

controls sharing.

CareTeam member

Accepts an invitation and sees
only summaries the patient

shares.

BastCare on iPhone

Capture, consent, review, local
data, sharing choices, and deletion

controls.

Bast services

Authentication, summary
orchestration, encrypted sharing

relay, and audit evidence.

Model-processing provider

Processes masked text to create a
summary under provider data

controls.

Apple services

Sign in with Apple and
device-to-device notification

support.

CONSENT + CONTROL

SHARED SUMMARY

SECURE REQUEST

SUMMARY + STATE

MASKED TEXT DRAFT SUMMARY
IDENTITY + SIGNAL

Trust boundary

Visit content leaves the iPhone only for the user-requested
summary and explicit sharing flow.



BASTCARE Visit lifecycle
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VISIT LIFECYCLE

From permission to a useful summary
The lifecycle is intentionally short. Temporary material is removed when its job is done.

1 Ask permission

Everyone present agrees before recording
begins.

2 Record on iPhone

Audio remains local while the visit is
captured.

3 Mask transcript text

Direct identifiers are reduced before
temporary processing.

4 Create the summary

A model-processing provider returns a
plain-language draft.

5 Delete temporary material

Audio and the full transcript are removed
from the iPhone; Bast keeps no transcript
archive.

6 Review and choose

The patient keeps the summary and may
share it—or share nothing.

What remains

The visit summary, its provenance, and the patient's sharing choices. Audio and transcript text do not become a shadow health record.



BASTCARE Sharing and revocation
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SHARING AND REVOCATION

One patient choice, one scoped result
Sharing is summary-by-summary and CareTeam-by-CareTeam. Revocation follows the same clear path.

Patient's iPhone Bast sharing relay Confirmed CareTeam

1  Select summary + CareTeam

2  Grant confirmed members access

3  CareTeam can view

4  Patient revokes

5  Relay removes access

6  Summary disappears

Control rule No blanket access. No automatic resharing. No penalty for sharing nothing.



BASTCARE Account deletion
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ACCOUNT DELETION

Delete the account; preserve accountable evidence
The flow separates user data removal from the minimum records Bast needs to prove what happened.

1 Confirm in BastCare

The user reviews the effects and confirms
account deletion.

2 Remove active account data

Identity links, access, shared summaries,
invitations, device registrations, and local app
data are removed.

3 Confirm the outcome

BastCare reports success or a clear retry
path; the action receives an audit reference.

After deletion

DELETED

User-facing account data
Account identity links, authentication access, CareTeam membership,
invitations, shared content, device registrations, and local BastCare data.

RETAINED — LIMITED

Audit and usage evidence
Deletion event, outcome, timing, and minimized usage or token totals
needed for security, billing transparency, legal duties, and aggregate
operations. No audio or transcript text.

Retention is purpose-limited, access-controlled, and governed by Bast's documented retention schedule.



BASTCARE Design commitments
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DESIGN COMMITMENTS

What the architecture is designed to protect
A release-ready summary for users, reviewers, partners, and future contributors.

C1

Consent
Recording begins only after permission from
everyone present.

C2

Provenance
The summary identifies what came from the
visit and what the patient added.

C3

Data minimization
Bast stores no audio or transcript archive;
durable data serves a stated purpose.

C4

Patient control
Each CareTeam share is explicit, scoped,
visible, and revocable.

C5

Account deletion
The app offers deletion without requiring
support intervention.

C6

Accountability
Limited audit evidence records actions without
retaining transcript content.

Plain-language architecture

BastCare records only with permission. Audio stays on the iPhone. Masked text is sent securely to create a summary; Bast does not save or log
transcript text. The patient reviews the summary and decides who may see it. Access can be removed. Deleting an account removes active identity
and sharing data while Bast keeps only limited evidence needed for accountability.


